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Sentara’
Health Plans

Sentara Health Plans Claim Reconsideration Portal

e How to Install and Set Up the Authy App
e How to Create a Portal Account and Enroll it in 2FA

Introduction

Sentara Health Plans requires two-factor authentication (2FA) to login and use the Claim
Reconsideration Portal which is at the following URL.:
https://www.payertransactions.com/csp/payertrn/login.csp

The Authy app on your smartphone provides 6-digit token codes unique to your account that are used
in conjunction with your regular password for an extra layer of security.

Please Note: You have 1 week to complete 2FA enrollment starting the day you
create/request your account. If you miss that window, please contact Provider Support to re-
enable 2FA enrollment for your account at 800-881-2166, 8am to 6pm, M-F.

Account Validation: After installing the Authy app, to create a portal account, you'll need to
validate your identity with claim information as shown in the Create a Portal Account section.
For legacy Optima plans, this needs to be from a claim you've submitted for either:

1) Medicare Service Dates 5/1/2023 and greater, or

2) Medicaid Service Dates 1/1/2024 and greater.
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Install the Authy App

Install the Authy app on your Apple or Android smartphone.
On iPhone

Find Authy in the App Store and install it on your iPhone.

Step 1: Open the App Store

Tap the App Store icon to open it on your iPhone.

yy

App Store

Step 2: Search for Authy

Search for the Authy app in the App Store, where it appears under the name “Twilio Authy.”
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Twilio Authy

Q

Step 3: Install Authy

Tap the “Get” button to install the Authy app. Follow the prompts on your screen to confirm
and complete the purchase. The Authy app is free of charge.

On Android

Find Authy in the Google Play store and install it on your Android phone.
Step 1: Open the Google Play Store

Tap the Google Play Store icon to open it on your phone.

»,

Step 2: Search for Authy

Search for the Authy app in the Google Play Store, where it appears under the name “Twilio
Authy Authenticator”.
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¢ Q

Twilio Authy

Authenticator
Authy

Wha't"s..n:e‘.\./v' 0 . S

<t
|

Enhanced security and account backup recovery

for registering a previously deleted device

Step 3: Install Authy

Tap the “Install” button to install the Authy app. Follow the prompts on your screen to confirm
and complete the purchase. The Authy app is free of charge.

Register Your Device

After downloading the Authy app, register your device and create an account.
Step 1: Open the Authy App

Open the Authy app on your smartphone.

Twilio Authy

)

Step 2: Register Your Phone Number

Type in your phone number to begin the registration process.
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Let's turn this device into a secure token

EMTER YOUR AUTHY CELLPHOME

+1 1234567890

Step 3: Register Your Email Address

After you type in your phone number, an email field appears.

Let's turn this device into a secure token

EMTER YOUR AUTHY CELLPHOME

+1 1234567890

EMTER YOUR EMAIL

jhw@bakerstreetpeds.comn

Type in your email address then tap the “OK” button.

Step 4: Choose a Verification Method

Choose a method to verify your phone number. You can verify by text (SMS) or phone call.

Get account verification via:

&

Phone call

SMS or Call are free and won't have
any extra charges
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Step 5: Get Your Registration Code

Answer the call from Authy or open your text messages to retrieve your registration code.

To finish registering Authy click:

or
manually enter: 204651

Receipt of the registration code is how Authy verifies that your phone number was entered
accurately.

Step 6: Enter Your Registration Code

Type your registration code into the Authy app.

Enter your registration code:

Registration Code

Alternatively, if you received your code by text, you can tap the registration link in the text
message instead of typing your code into the app.

To finish registering Authy click:

or

manually enter: 204651

Authy automatically finishes creating your account after you enter the code.
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Step 7: Allow Authy Notifications

If prompted, you do not need to allow the Authy app to send you notifications since this portal
does not do push notifications at this time.

“Authy” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can

be configured in Settings.

Step 8: Enable Backups and Create a Backup Password

Enable backups in Authy in case you need to be able to access your account from a different
device. Backups are most commonly used to regain account access after switching phones.
Click on the gear icon:

1:39

2, Search

et

(Click on the gear icun]

You don't have any accounts yet

Tap on the plus button below to Add
your first authenticator account.
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Then tap “Accounts” to go to your settings.

1:40 al
Exit My Account
he  (+1) B02-822-1884

= nate@pcc.com

Authy ID
Security

Requests

[Selen:t "Acccunts'j

Privacq Policy

1 [ o=
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Turn on “Authenticator Backups”.

1:40 wl =

-
Exit Accounts s

Authenticator Backups C]

(Tum on Authenticator Backups)
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Create a password, tap “Enable Backups”, then confirm your new backup password by typing
it again.
141 ! T -
< Back Backups Password

_| Backups: Authy will store an encrypted copy of all
your accounts so if you upgrade or lose your

phane, you can easily restore them.

Enter a backup encryption password below and Authy will
encrypt and backup all your accounts,

ENTER A BACKUPS PASSWORD

Backups Password

Enable Backups

Forgot yo assword?

Enter a password, then press
“Enable Backups”
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Password Confirmation

Enter your password again for
confirmation

I;tltil.llt

Cancel

Enter your password
again to confirm

Remember your backup password in case you need to use it to access your Authy account
on a new device. You can return to this screen to change your backup password at any time.

1:42 Wl -
Exit Accounts +
Authenticator Backups o

Change Password

Your backup password
is now registered
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Create a Portal Account

A.)Prior to adding an account for this portal to your Authy app, you must have
already created an account in the Claim Reconsideration Portal:

1. Click the Need an account link on the login page:
e https://www.payertransactions.com/csp/payertrn/login.csp

Sentara
Health Plans

Claim Reconsideration Portal

Please click here to login if you have HealthTrio® credentials from the former Virginia Premier plans.

Otherwise please login below:

User Name (email address):
Password: ssesssssssssccsses

Token:

By checking this box, | affirm that | have read, understand and
agree to abide by the terms and conditions: [_]

Need an account?
Need to reset your password?

Enroll in two-factor authentication
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2. Fill out the form to create a new account:

“ . Sentara
Health Plans

F}|
|

Claim Reconsideration Portal Test

m

To create a new account, please fill out the following form

Information about You

*First Name: ‘Last Name:

Password Requirements

*Work Email Address: (this will be your usemame) @ Between 12 and 32 characters

@ Atleast one letter
@ At least one number

‘Password: ‘Password (venify): @ Atleast one special character
e —— @ Does not contain your name or email address
@ Does not repeat old passwords
“Waork Phone: Extension- @ Does not repeat a character three or more
times together

Information about your Group/Office

*Group Or Provider Name: *Group Or Provider NPIUAPI:
Address: City: State: Zip:
*Billing Tax ID: Office Phone Number:
*Office Type: Comments (if Office Type = Other):
- Select - v

Validate your identity with the following

For legacy Optima plans, this information needs to be from a claim you've submitted for either
1) Medicare Service Dates 5/1/2023 and greater, or
2) Medicaid Service Dates 1/1/2024 and greater

*Claim Number: Claim Service Date: *Claim Total Billed Dollars:

(- Denotes required fields) m Cancel
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3. Upon submitting your new account request, you should see the Email Sent page:

Sentara’
Health Plans

Claim Reconsideration Portal

Email Sent

Please check your email
A message has been sent to with the subject:
Sentara Provider Portal - Account Verification

Click on the link in the message to verify your account.
If you do not receive the message within the next few minutes, please check your junk folder.

The message will come from ProviderPortal@Sentara.com

4. You should receive an email with a link to validate your account:

From: ProviderPortal@Sentara.com <ProviderPortal@Sentara.com>
Sent: Monday, December 11, 2023 2:46 PM

To:

Subject: Test Site: Sentara Provider Portal - Account Verification

Caution: External email. Do not open attachments or click on links if you do not recognize the sender.

Hello
Thank you for signing up for the Sentara Health Plan Provider Portal. Please click on the below link to activate your account (or copy and paste into your browser):

https://providertest/csp/payertestsa2/acctverify.csp?key=%25F1%25D1%25F5%25E7%25E8%25CF%25CE%25F4%25E5%25F4%25C8%25B3%25CF%25EB%25E6%

Thank you for using Sentara Health Plan's Provider Portal.

Caution: This email is both proprietary and confidential, and not intended for transmission to or receipt by any unauthorized persons. If you believe that it has
been received by you in error, do not read any attachments. Instead, kindly reply to the sender stating that you have received the message in error. Then destroy it
and any attachments. Thank you.
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5. Click (or copy/paste) the link in that email into your browser, and enter your username
and password there:

Sentara
Health Plans

Claim Reconsideration Portal

Account Verification

Welcome, please enter your credentials to verify your account

User Name (your email address):

PasSWOrd: ssssssesssssesesee

6. Upon clicking Verify, you should see the confirmation page stating your account has
been verified:

Sentara
Health Plans

Claim Reconsideration Portal

Account Verified

Thank you, your account has been verified.

Next, you'll need to enroll in two-factor authentication to be able to use the site.

Please find the the link for this at the bottom of the login page.
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B.)Proceed with adding a linked 2FA account into your Authy app as follows:

1. Click on the Enroll in two-factor authentication link on the bottom of the login page:
e https://www.payertransactions.com/csp/payertrn/login.csp

2. Enter your username and password in the 2FA Enrollment page:

Sentara

Claim Reconsideration Portal

Health Plans

Two-Factor Authentication Enrollment

Username:

|

Password:

Your individual QR will show below:

2FA Enrollment Instructions

Starting the day your account is cre
that window, please contact Provide
881-2166, 8am to 6pm, M-F.

1. Install Twilio Authy on your phone
i0OS
Android

2. Upon successful login to the left,

Don't share this QR code
It acts like a uniquely gene¢

3. In your Authy app, click 'Add Acct
4. You should then see a 'Sentara F
5. Go back to the portal login page :
6. If that works, you've completed 2
approval by an administrator).
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3. Upon successfully entering your username and password there, a QR code will show

on the page.
e Don't share this QR code with anyone.

e It acts like a uniquely generated password only for you.

Username:

Password:

o e

Your individual QR will show below:
m] [=]

=
¥

2FA Enrollment Instructions

Starting the day your account is crea
that window, please contact Provider
881-2166, 8am to 6pm, M-F.

1. Install Twilio Authy on your phone

® iOS
@ Android

2. Upon successful login to the left, a

@  Don't share this QR code w
» Itacts like a uniquely gener

3. In your Authy app, click 'Add Accol
4. You should then see a 'Sentara Pc
5. Go back to the portal login page ai
6. If that works, you've completed 2F
approval by an administrator).

PAGE 17 OF 33




Sentara Health Plans Reconsideration Portal - User Account and 2FA Guide.docx Confidential

4. Inyour Authy app, tap 'Add Account':

«l Xfinity Mobile 8:25 PM @ 98% [42)

Q Search 0%

You don't have any accounts yet.

Tap on the plus button below to Add your
first authenticator account.

+

Add Account
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5. And then tap the Scan QR Code button:

ol Xfinity Mobile T 8:26 PM @ 98% [#42)

Cancel Add Account

Scan the QR Code on the website where you are
enabling 2FA.

Scan QR Code

No QR code? Enter key manually.
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6. If successful, you should be on the Search logo by app screen:
7.

«8! ! Xfinity Mobile = 8:33PM @ 99% 43

(#))

5%
Cancel

earch logo by app Cancel

QIWIEJRITIYJULIJOP

AISIDJFJIGJH]JK]L
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8. To get past this screen, enter any letter into the Search box, and tap the Search button
at the bottom:

@ XInny VMobie W 34w LA Al
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9. Tap the image of the key on the right, and tap continue:

o Xy Mobie W Ll LAl
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Then tap Save:

o1/ Xfinity Mobile ¥ 8:34 PM @ 99% (42)

< Back Account Nickname

Edit logo

Enter Account Nickname

Sentara Portal Test

Save
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10.You should then see a 'Sentara Portal' account in your Authy phone app with a token
that changes every 30 seconds:

w1/ Xfinity Mobile = 8:35 PM @ 99% [42)

Q Search {c}'}

Y o

bentara Portal Test

056 319

Your token expires in

Sentara
Portal Test... Add Account

Sentara Portal Test

@optum X

.com added
successfully!

11.Go back to the portal login page and login using the current token numbers.

12.If that works, you've completed 2FA enroliment!

13.You will now be able to use the site if an administrator has already approved your
account. All new accounts are manually reviewed by an administrator within 1 to 3

business days. After a decision is made, you will receive an email indicating if your
account was approved or denied.
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14.1f the administrator approval process is still pending for your account, you will see the
following when you successfully enroll in 2FA:

Sentara
Health Plans

Claim Reconsideration Portal

Please click here to login if you have HealthTrio credentials from the former Virginia Premier plans.

User Name (email address): b
Login Issue [ ]

Password: 1

Token: Your Two-Factor
Authentication enrollment was
successful, but your account is
waiting on administrator
review before you can use the
site.

By checking this box, | affirm that | have read, understand and
agree to abide by the terms and conditions: E

Need an account?

Need to reset your password?

Enroll in two-factor authentication m

15. Subsequent login attempts prior to administrator approval will give you this message:

User Name (email address):

Password: | sesees .
Login Issue x

Token:
Account is waiting on

., | affirm that | have read, understand and o g
administrator review.

gree to abide by the terms and conditions: D

Need an account? m

Need to reset your password?

Enroll in two-factor authentication
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Portal Account Maintenance

A.)Passwords

1. Passwords expire after 180 days. Prior to expiration, you may change your password by
logging in and tapping on your name in the top right corner:

a |

o

Hello ,.| Logout

Click to update your account

And then:

Sentara
Health Plans

Claim Inquiry Claim Reconsideration Status

Claim Reconsideration Portal

You may update your account here.

(Or click here to reset your password)

Information about You

*First Name: *Last Nan

2. Inactivity (no logins) for 90 days also causes your password to expire.
3. If your password has expired, there is a password reset link on the login page. To reset
your password this way, the following will be required:
e You'll need to enter your 2FA security token.
e You'll receive an email and will need to click the link to validate your account.
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B.)Update Your Account

1. You may update your account by logging in and clicking on your name in the top right
corner. Only the lighter (demographics) fields are editable:

Hello
Sentara Claim Reconsideration Portal
Health Plans
Claim Inquiry Claim Reconsideration Status
You may update your account here.
(Or click here to reset your password)
Information about You
*First Name *Last Name
*Email Address
Work Phone Extension
Information about your Group/Office
*Group Or Provider Name: *Group Or Provider NPI/API:
Test Group
Address. City: State: Zip:
Richmond VA 23222
*Primary Tax ID: Office Phone Number
Office Type Office Type Comments (if Other)
Other ~ Testing

* Denotes required fields) Update Account m

| Logout
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C.)Add Additional Tax IDs

1. You may add additional tax IDs so that you can view and submit reconsiderations for
claims that are under other tax IDs that you also manage. To do so, click your name in the
top right corner and scroll to the bottom of the Update Your Account page. Click the link as
shown:

Office Type: Office Type Comments (if Other):
Other v Testing

* Denotes required fields) Update Account
Additional Tax ID's

Add a new Tax ID

™\
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2. Then you’ll have the following form to fill out:

Add new Tax ID

(- Denotes required fields)

*Group Or Provider Name: *Group Or Provider NPI/API:

Address: City: State: Zip:
“Tax ID: Office Phone Number:

Office Type: Office Type Comments (if Other):

Medical Group v

Validate your Identity

For legacy Optima plans, this needs to be from a claim you've submitted for either:
1 ; edicare Service Dates 5/1/2023 and greater, or
2) Medicaid Service Dates 1/1/2024 and greater.

*Claim Number: *Service Date: Total Billed Dollars:

If your claim information matches your tax ID, you should see the following:

Sentara
Health Plans

Claim Inquiry Claim Reconsideration Status

Claim Reconsideration Portal

| The Tax ID has been added.

You may update your account here.
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3. You can also delete tax IDs. To do so, click to expand the one you want to delete, and
then click the Delete link:

Additional Tax ID's

Name: Test Group NPI: 1234567890 Tax ID:

Name: Test Group NPI: 1234567890 Tax ID:

Group Or Provider Name Test Group Group Or Provider NPI/API 1234567890
Address

City Buffalo Falls State VA Zip 00000
Tax ID Office Phone Number

Office Type Medical Group

Office Type Comments (if Other)
Delete this Tax ID

Add a new Tax ID

You should then see the following:

Sentara’
Health Plans

Claim Inquiry Claim Reconsideration Status

Claim Reconsideration Portal

| The Tax ID has been removed. J

You may update your account here.
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On Your Apple Watch

Step 1: Open the Watch App on Your iPhone

Step 2: Find Authy in Your Watch Settings

Scroll through your Watch settings until you find the Authy app.

Sarah's Apple Watch

American
Authy
Bitwarden

Fly Delta

Google Keep

Google Maps
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Step 3: If Needed, Install the Authy App on Your Watch

If the Authy app isn’t already installed on your watch, tap the “Install” button.

(o]

Once installed, you can access Authy on your Apple Watch.

You can then open the Authy app on your Apple Watch at any time and use the security token
it generates to validate your identity.
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Access Your Authy Account on a New Device

Read Authy’s instructions about how to access your existing Authy account on a new device.

Restore Authy Access on a New, Lost, or Inaccessible Phone

Set Up Authy on Multiple Devices

Enable Backups for Best Results: The backup functionality in Authy allows you to restore
your two-factor authentication tokens on a new device, ensuring that you won’t have to add
each one back from scratch every time you get a new phone. To enable backups, follow the
instructions in Step 8 of Register Your Device above. It is important to choose a password
you will remember, or to store it somewhere safe where you can reference it in case you
should need it.

Helpful Authy Links

Sometimes there are hiccups, and you need to reset your two-factor authentication account in
the Authy app. The following links may be useful for resolving issues in the Authy app.

e Restore Authy Access on a New, Lost, or Inaccessible Phone: Did you lose
your phone or upgrade to a new one? Learn how to restore Authy access or
recover your account.

o Delete, Hide, or Decrypt Two-Factor Authentication Accounts in the Authy
App: Do you need to delete a connection in the Authy app? Learn how.

o Reconfigure Authy After Losing or Forgetting Your Backup Password: Did
you forget the backup password for your Authy account? Learn how to
reconfigure Authy.

This portal is developed by Optum® in collaboration with Sentara Health Plans®

Optum

© 2023 Optum, Inc.
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